Abstract-Fault Detection and Identification (FDI) monitor, identify, and pinpoint the type and location of system fault in a complex multiple input multiple output (MIMO) non-linear system. A Quadrotor robot is used to represent a complex system in this study. The aim of the research is to construct and design a Fault Detection and Isolation algorithm. This dynamic model is based on the first principles of the Quadrotor: Propeller model and its force as well as moments generation. The Quadrotor controller is designed such that it can be controlled using both the attitude control (inner loop) and position control (outer loop). PD controller used the Phi, Theta, Psi, x, y and z as a reference to adjust the attitude and position of the Quadrotor. The proposed method for the fault identification is a hybrid technique which combined both the Kalman filter and Artificial Neural Network (ANN). Kalman filter recognized data from the system sensors and can indicate the fault of the system in the sensor reading. Error prediction is based on the fault magnitude and the time occurrence of fault. The information will then be fed to Artificial Neural Network (ANN), which consist of a bank of parameter estimation that generates the failure state. This Artificial Neural Network (ANN) is an algorithm that is used to determine the type of fault and the severity level as well as isolate the fault from the system. The ANN is designed based on the back-propagation technique so that it can be trained to generate output based on the data. Based on the result comparison of the residual signal before filter and after filter, the algorithm of FDI is able to identify parts of the system that experience failure and the fault can be solved immediately allowing the Quadrotor to be back to its normal operation. It is also capable to acknowledge the user on the parts of the system which experienced failure and can provide user with the best instructions or solutions for the situation. It is also capable to cater a safe landing.
I. INTRODUCTION
Fault Detection and Identification (FDI) is a subfield of the control engineering that is capable of self-monitoring, identifying and pinpointing the type and location of failure. For a complex system such as Quadrotor that has a lot of sensors and actuator, an abruption of a certain part will make the performance degrades. Detecting and identifying which part that has problem becomes an important task to keep the system runs as normal.
FDI is one of the methods that can reduce the productivity loss in a system. It is also capable to prevent the happening of unusual events progression as it helps to monitor the system, identifying the fault, pinpointing out the type of fault and relocate the fault hence reducing the unnecessary time procedures. The objective of fault detection and isolation is to improve the time analysis challenge, where it can detect fault as quickly as possible [2] . In other word, the fault detection and isolation is one of the best way to identify the failure (sensor and actuator) itself. This recognition of the sensor reading helps to indicate the fault at the same time, analyze the residual -the threshold error between the sensor reading and expected value. Residual plays an important role in the FD process and it has attracted a large body of literature research ranging from analytical method to artificial intelligence based approaches [2] .
In this study, a new fault detection algorithm is proposed. The designed algorithm is expected to improve the current analysis process if sensor or actuator broken down. The proposed algorithm will increase the time checking efficiency of fault detection and isolation in Robotic Electronic Engineering [2] .
The proposed methods consist of the combination of Kalman filter and Artificial Neural Network (ANN). Kalman filter predict output on the actuator and sensor to improve the efficiency, accuracy, and reliability of fault diagnosis through the utilization of model-based estimation techniques [16] . The result is later compared with the plant output and it will send to the Artificial Neural Network (ANN) for fault classification. Additionally, The Artificial Neural Network (ANN) is also used to generate features for diagnosis and classification of failure type. This is because the failure can be made up of more than one type of fault. Hence, the ANN will isolate the fault in the system according to their type [14] .
II. DEVELOPMENT OF HYBRID TECHNIQUE IN COMPLEX SYSTEM
The proposed hybrid technique is as shown in Figure 1 It consists of two tasks. The first one is the residual generation which is designed using the model-based approach and computational intelligence based approach. It is normally referred as the hybrid technique. The residual information obtained from the first task of FDI process will then be fed to the Artificial Neural Network (ANN), in order to obtain the location and the level of severities of the failures A. Development of a general form of Kalman Filter for the fault detection and isolation observer for a complex system.
A set of Kalman Filter is used for development of observer or filtering the noise of the complex system (Quadrotor). The Kalman Filter is designed such that it has a general form by using Simulink Matlab software. This is crucial so that the proposed technique is capable to handle the Fault Detection and Isolation (FDI) process for different kind of complex system.
B. Development of Artifical NeuralNetwork ANN for decision making process.
In this process, the structure of ANN will be the important parameters for consideration. This structure will include a selection of the total neuron number of input, hidden and output layers to be used, and the technique for training the network. This step is carried out using a set of data obtained from an unmanned Aerial Vehicle (UAV) that is operated by a professional human operator. Necessary improvements have been made to obtain the best result. This process is performed using Matlab software.
D. Experimental evaluation and verification
The experiment is conducted using the final developed algorithm code on the autopilot system of an Unmanned Aerial Vehicle. Additionally, this algorithm has also been applied on a hand robot to represent a complex system. Both platforms are available in the developed Robotics and Unmanned System Laboratory, University Malaysia Pahang.
III. SYSTEM MODELLING
The Quadrotor dynamic modeling is written based of the physical behavior of the Quadrotor, which identify only the dynamics of the actuator import in the Quadrotor. This facilitate the process of building the dynamic model of instable system, as no closed loop identification in flight is required. The Model used here is based on the Bouabdllah's thesis.
A. Modelling Aerodynamics force and moments
The rotation dynamics of the design Quadrotor are model using Euler-Lagrange Formalism. Body fixed frame, are as illustrated in Figure 2 . The rotation and moments are derived using a combination of momentum and blade element theory. 
IV. KALMAN FILTER AND FAULT SIGNATURE
The whitening filter is designed to simplify the derivation and implementation of the Kalman filter. Uncorrelated Gaussion is used directly as the output in the fault detection test. Kalman filter recognized and indicated the fault in the system, showing the analysis of fault magnitude, time occurrence of fault and error predicting. The detection consisted two phases, namely "Predict" and "Update" phase. The convention behind the hypotheses definitions is as follows. With possible fault locations by considering the general Kalman Filter equation, as well as that different types of faults that may occured at the fault location, the number and types of potential faults need not be the same for each fault location. [12] In this study, the nonlinear system used as a complex system has multiple inputs and multiple outputs. The complexity of the system are generated to a state space format for better understand and derive run by the system. The state space is written as follow: 1 2 Where:
In the normal circumstances, the Kalman filter, the A, B, C, and D should be in the constant format. However, since the equation derived above illustrated that the state A is always updated from time to time it because the , and are multiply in the state itself, therefore linearization are used here to demonstrate it update the system from time to time.
Linearize the nonlinear model in the state space mode The fault diagnosis scheme is based on a group of observation where every observer is exclusively associated to a sensor. Each observer has an input signal, u and the output of its corresponding sensor. The observer output provides an estimation of its associate sensor. [11] Using the estimated value of the Kalman Filter, the residuals are generated for each compares predictive output and plant output, 4 where, r is the residual vector, y is the real measurement vector and is the estimated measurements vector. The residual value are fed into the fault system unit, where using the ANN to identify the fault. The ANN model used in this experiment is as shown in the Figure 6 . ANN used the back-propagation (BP) training process to identify the appropriate weightage for each network. Re1, Re2, Re3, Re4. Re5 and Re6 are the residual of the system, output Phi fault, Theta fault, Psi fault, x fault, y fault, z fault, rotor 1 fault, rotor 2 fault, rotor 3 fault and rotor 4 fault are the faults existed in both the actuator and sensor, respectively.
The assumption for the fault classification in the system is that it is fed by the ANN (Artificial Neural Network). The fault diagnosis scheme is based on a group of observation where every residual is exclusively associated with the sensor. Each residual has 3 inputs, the input signal, u of the system and the output of its corresponding sensor.
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VII. FAULT
The data faults in the system were collected based on adding the difference fault in the simulation Quadrotor. Type of fault available in the system there are:
• Fault: an unpermitted deviation of at least one characteristic property or parameter of the system from the acceptable/usual/standard condition.
• Failure: a permanent interruption of a system's ability to perform a required function under specific operating conditions. • Disturbance (noise): an unknown (and uncontrolled) input acting on the system which result in a departure from the current state.
The ANN is used to identify the type of faults existed in the system i.e., the inner loop fault or the outer loop fault. The data was collected when the faults occur after 5 second and has allowed us to distribute each pattern of the fault.
The fault of the that are adding to the simulation as shown in the Figure 6 The fault classification is defined as shown in the Table II  below:   TABLE I . The input of the ANN should be modify and manipulate accordingly so that we able to take the previous one second consideration in the ANN system. This is to include the assumption of a kalman noise of the system which will only occur at that particular time and can only be fix in the next second. Hence, we consider that there are none fault would occur in the system. In this work, back-propagation (BP) scheme is used to design the network identification fault system. It consisted three layers of the structure, as shown in Figure 7 .
Input layer: input layer's neural number decided by the number of residual available in the system. Hidden layer: the priority point of building BPN is to make sure the layers of hidden layer achieve good performance. During the simulation, two hidden nodes is used as an experiment with 3 input test. After a series of trial and error experiments, the node of hidden layer is increased gradually. Judging from the result of the experiment with hidden layers, smaller number of feature application is chosen for this scheme. Output layer: the number of output neuron to present the solution in the system. The output is set at fault mode behavior. The ANN model is generated using back-propagation training process which identified the appropriate weight for each network. Re1, Re2, Re3, Re4, Re5 and Re6 are the residual of the system, while Fault class is the fault identification of the actuator and sensor.
The result of the Phi fault classify by the ANN in the Quadrotor simulation system. There are 10 type of fault that can be detected by the system ANN Quadrotor 6 sensor fault there are: 3 inner loop fault ( Phi, Theta, and Psi) , 3 outer loop fault (X. Y, and Z) and 4 actualtor fault : 4 rotor.
VIII. RESULT AND DISCSSION
The controller's task in simulation was to compensate the initial error on the Roll, Pitch, Yaw and Z. The virtual real system suffered from noises in the actuators's saturation. However, the noise of the actuator' dynamics is small and is negligible for the system. However, such fault in either the actuator or sensor can cause huge problem if the Quadrotor is operate in flying mode.
To emulate this fault, Kalman filter are developed to compare with the virtual real system to obtain the residual information.
A. Simulation
In order to validate the filter developed in the previous section, the Kalman filter is implemented and was tested in several experiments. The task was to filter the signal orientation (roll, pitch and yaw), while the altitude was fixed by the virtual real system. The experimental results shown that the proposed Kalman filter worked well in filtering especially when the faulty adding for that Phi (ϕ), Roll (θ) and Yaw (Ψ) angle.
• No fault condition In the initial setting, all the controlled values are fixed at the desired level, starting from 0, to test the PD controllers rising time in each condition. The PD controller are designed to control the Phi (ϕ), Theta(θ), Psi (Ψ) and position (z). A step unit is use as an input to the value are set as shown as following:
Phi (ϕ) = 1 rad (1 rad = 180/pi degree = 57.2958degree) Theta (θ) = 1 rad ((1 rad = 180/pi degree = 57.2958degree) Psi (Ψ) = 1 rad ((1 rad = 180/pi degree = 57.2958degree) Z = 10 meter
• Phi fault In this study, we applied a Phi fault at the exact 5 th second of the simulation time. The Phi fault signal as show in the Figure 13 . In the illustration above, the residual among real and estimated value is in active state when the sensor Phi fault signal is activated. That fault appear at time t= 5s when the output is greater than zero. The residual information generated is tested with ANN to obtain the type of fault state, whether its in Phi fault, Theta fault, Psi fault, X fault, Y fault, Z fault, rotor 1 fault, rotor 2 fault, rotor 3 fault, rotor 4 fault and the each severity value of all state. The Fault parameter above shown that there are severe fault being fed to that ANN. The result of ANN output was generated based on the proper BP technique as shown in Table  II . The Figure 18 listed that the fault severity value when the sensor Phi fault signal is activated. The severity fault appear at time t=5s is getting increasing from time to time.
IX. CONCLUSION
We have presented the algorithm which reconstruct the existing fault detection and identification methodology that can be integrated into real-time environment. The system is capable to identify any possible faults occurred in the system. However, there are still room for improvements as some system faults cannot be solved perfectly, average delay is around 0.3s. Among the faults those that involve timing and operational statistic as well as fault that occurred in the sensor which required correction to its initial state.
The future research direction should be focussing in investigating the solvability of the proposed system on the different type of faults as well as the implementation of this method towards better fault accommodation.
